
Are We Winning the Vulnerabilities Battle?
Measuring Cybersecurity Progress with SAS Viya Data Pipelines

QUESTION

Are vulnerabilities being reduced faster
than new ones are appearing?

PIPELINE

Scan -> standardize -> compare -> trend
-> visualize

OUTCOME

Management-ready measures with
operational drill-down.
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About Mike Krizan
30+ Years of SAS, SQL, ETL, Data Engineering & Analytics

30+ YEARS

SAS / SQL / Analytics

ENTERPRISE

ETL & Data Engineering

MODERNIZATION

Legacy Application Analysis

TODAY

Python / AI / NLP

Background

Mike Krizan has 30+ years of experience with SAS, SQL, ETL, data engineering,

and analytics across a variety of industries and enterprise environments. His work

has included application development, enterprise reporting, data warehousing,

SAS administration, ETL modernization, legacy application analysis, and

source-to-target documentation.

How this presentation evolved

Over the past two decades, recurring challenges involving large SAS applications,

macro frameworks, legacy code, and manual documentation led to the techniques

discussed today - using Base SAS, PRX functions, macro expansion, and

structured metadata to help SAS analyze SAS.
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The Cybersecurity Reporting Problem
A scan is a snapshot. Management needs movement over time.

• Vulnerability scanners generate large, frequently refreshed

result sets.

• Raw open counts do not tell us whether remediation is

keeping pace with newly identified vulnerabilities.

• Operational teams need detail; management needs

consistent trends and measures.

• The central question: Are we actually reducing risk?
SNAPSHOT

How many vulnerabilities are open?

TREND

Is the backlog getting better or worse?

DECISION

Where should remediation effort go next?
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Data Sources and Scan Cadence
Multiple cybersecurity sources feed a recurring analytics pipeline.

SPLUNK

Operational/security event and supporting
data.

QUALYS

Vulnerability scan data.

TENABLE

Vulnerability scan data.

SCAN CADENCE

Servers are scanned every 8 hours.

The pipeline preserves recurring observations so vulnerabilities can be compared
across reporting periods.
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Identify a Unique Server Vulnerability
Three fields create a repeatable comparison key.

FIELD 1

Server / host identifier

FIELD 2

Vulnerability identifier

FIELD 3

Port / service or third identifying
field

SERVER + VULNERABILITY + THIRD FIELD

The exact source field names can vary. The important concept is to construct a stable key that identifies the same server

vulnerability across scans.
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Compare Across Multiple Timelines
The same comparison logic supports operational and management views.

WEEKLY

Operational remediation
progress

MONTHLY

Management trend reporting

QUARTERLY

Program-level progress and
backlog

YEARLY

Long-term cybersecurity
direction

Same vulnerability key. Same comparison rules. Different time horizons.
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SAS Viya Data Pipeline
A repeatable flow from source data to cybersecurity intelligence.

1. INGEST

Splunk / Qualys / Tenable

2. STANDARDIZE

Fields, timestamps,
severity, keys

3. COMPARE

Prior vs. current periods

4. AGGREGATE

Server, severity, team, time

5. VISUALIZE

Viya dashboards /
scorecards
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A Small SAS Example
Teach the comparison concept - not the proprietary automation.

proc sql;

  create table vuln_compare as

  select coalesce(p.server,c.server) as server,

         coalesce(p.vuln_id,c.vuln_id) as vuln_id,

         case

           when p.vuln_id is null then 'NEW'

           when c.vuln_id is null then 'CLOSED'

           else 'EXISTING'

         end as status

  from prior p full join current c

    on p.server=c.server and p.vuln_id=c.vuln_id;

quit;

Illustrative only. Production logic uses the complete multi-field key and additional validation/history.
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What Should We Measure?
Move beyond a single open-vulnerability count.

OPEN BACKLOG

Current unresolved vulnerabilities

NEW

Newly identified vulnerabilities

CLOSED

Remediated vulnerabilities

NET CHANGE

New minus closed

AGE

How long vulnerabilities remain open

SEVERITY

Critical / High / Medium / Low
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Management View: Are We Winning?
Illustrative trend - actual production measures come from the recurring pipeline.

Jan Feb Mar Apr May Jun

New

Closed

QUESTION

Are we closing more than we
open?

QUESTION

Is the backlog shrinking?
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Operational Intelligence with SAS Viya
One governed pipeline can support multiple audiences.

OPERATIONS

Server-level detail

Vulnerability drill-down

Remediation prioritization

MANAGEMENT

Weekly/monthly trends

Backlog movement

Severity and aging

EXECUTIVE

Quarterly/yearly direction

Risk trends

Are we winning?
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Keep the Engine Behind the Curtain
Explain the method; protect the generalized automation.

• Show the three-field identification concept and period-comparison logic.

• Show a small, understandable SAS example.

• Show NEW / EXISTING / CLOSED / REOPENED and the reporting timelines.

• Do not publish generalized metadata rules, automation-generation logic, exception handling, or proprietary

framework internals.

• The educational takeaway is how to measure cybersecurity progress with a repeatable SAS Viya pipeline.
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Conclusion
Transform recurring vulnerability scans into evidence of progress - or regression.

SIMPLIFY

Bring recurring cybersecurity data
into a consistent analytic structure.

STANDARDIZE

Use stable keys, definitions, and
reporting periods.

MEASURE

Compare periods and trend
remediation progress.

Are We Winning the Vulnerabilities Battle?

The answer should come from the trend - not from a single scan.
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