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Abstract

Sometimes, the HTTP procedure, FILENAME EMAIL, FILENAME FTP, and other SAS code fail
when attempting to connect to various remote servers using Secure Sockets Layer (SSL)
and Transport Layer Security (TLS). The root cause of these issues is often not the SAS code
itself but the underlying TLS and certificate configuration. As more SAS programs integrate
with web services, email servers, and secure file transfers, understanding how TLS works
has become essential for effective troubleshooting. This paper focuses on why TLS and
certificates are a common source of confusion and explains how they directly affect
network-enabled SAS features.

The paper begins with a brief, practical overview of TLS, including how TLS evolved from
SSL and why modern environments rely on TLS 1.2 and TLS 1.3. It then reviews key changes
in SAS® 9.4 that significantly impacted debugging, starting with the introduction of the
Mozilla CA certificate bundle in SAS® 9.4M3 (TS1M3). The paper examines common
errors—such as certificate validation failures, host name mismatches, and protocol
negotiation problems—using real-world scenarios from PROC HTTP, FILENAME EMAIL, and
FILENAME FTP.

This paper gives special attention to the changes introduced in SAS® 9.4M8 (TS1M8),
including the shift to operating-system-provided cryptographic libraries and expanded
support for TLS 1.3, and how these changes alter both behavior and debugging techniques.
Differences between TLS 1.2 and TLS 1.3 are explained in practical terms, along with how
TLS behavior varies across Windows, Linux/UNIX, and z/OS environments.

Attendees will leave with a clearer understanding of how TLS affects their SAS programs,
how to recognize certificate-related failures in the SAS log, and how to approach debugging
network issues with confidence—saving time, reducing frustration, and avoiding common
pitfalls.

Introduction

Before discussing certificates, it helps to start with encryption at a broader level. For more
than 30 years, SSL and TLS have been used to secure online communication between
clients and servers. In 1999, SSL transitioned to TLS because modern internet traffic
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required standardized, stronger security. You will still hear “SSL” in many discussions about
certificates, but the term “SSL” is interchangeable with “TLS”. You are using TLS when you
specify the HTTPS protocol in SAS PROC HTTP code to move data across the World Wide
Web. You can think of TLS as a security process that creates a lock box around
communication between you and a remote website so that only the intended parties can
unlock and read the contents.

Certificate-related errors have increased for several reasons: many applications are
moving to the cloud, TLS can be split across layers that require multiple certificates,
certificate lifespans are becoming shorter, Application Programming Interfaces (APIs) are
more widely used, sites must manage more certificates than in the past, and email
automation is increasingly common. As TLS releases and certificate validation
requirements become stricter, errors can occur in SAS programs that leave users
bewildered and frustrated.

Secure communication in SAS environments depends heavily on proper TLS configuration
and certificate trust management. Misconfigurations often surface as SAS code errors, TLS
failures, or connection resets.

This paper provides a practical explanation of the following:
e how SAS 9.4 handles certificates
e how to enable detailed logging for troubleshooting
e which practices help ensure reliable, secure integrations with external services.

To keep the terminology clear, think of TLS as the process, certificates as the mechanism
that establishes trust between client and server, and encryption as the protection applied
to the data in transit.

When the URL scheme is HTTPS, TLS is involved because the data is encrypted and
secured. When the URL scheme is HTTP, the data transfer is plain text and can be
intercepted and interpreted by others. There are two types of TLS connections:

e TLS Server Authentication: A “one-way” connection (the default) where server
authentication is always performed by the client. Server Authentication is the
assumed connection throughout this paper.

e TLS Client Authentication: A “two-way” or mutual TLS where a connection occurs
when the remote server requests a client certificate, or when a SAS server requires
one from the client.



How SAS 9.4 Handles Certificates

What Is a Certificate?

If you are unfamiliar with TLS, you might be asking, “What is a certificate?” A certificate is a
digital credential that proves the identity of a server, much like a passport for a website. In
SAS software, the X.509 certificate format is the foundation for secure client-server
communication.

When SAS code, such as PROC HTTP, initiates a connection to a remote server (that s, a
web server), that server sends its public certificate to the client session. The client session
requires that the client host has the public certificate’s CA (Certificate Authorities)
certificate chain. The CA certificate helps verify that the website and the name behind it are
valid. This process is similar to someone asking your name: simply stating your name does
not make it official, but showing an official birth certificate does. After the client receives
the public certificate and verifies that the same CA chain (CA root and any CA intermediate
certificates) is found in its CA certificate file, the certificate validation step of the
handshake between the two systems is complete.

Modern SAS environments frequently integrate with external APls (for example, REST
endpoints, cloud services, authentication providers). These interactions rely on TLS
encryption, certificate validation, and trusted CAs. When issues occur (such as failed
HTTPS connections), the root cause is often related to certificate trust and protocol
mismatches.

Basics for TLS Connections

Client and Server Roles
In every TLS connection, the client initiates the SSL connection to the remote server. Here
are some examples:
e When PROC HTTP attempts to obtain information from the XYZ website, SAS is the
client and the XYZ web server is the remote server.

e Forthe FILENAME statement with the FTP engine, SAS is the client and a secure FTP
server is the remote server.

e For FILENAME with the EMAIL engine, SAS is the client and a secure SMTP server is
the remote server.



OpenSSL is software that secures communication across computer networks and
implements TLS protocols. It is used on both Unix and z/OS. Schannel, or Secure Channel,
is the Windows security component that manages equivalent functionality.

The software SAS uses for the SSL/TLS interface varies depending on the operating system
and release of SAS.
e SAS on Windows uses Windows Schannel for all releases of SAS®9
e SAS on UNIX uses OpenSSL for all releases of SAS9. With SAS® 9.4M7 (TS1M7) and
earlier on UNIX, SAS shipped the OpenSSL and cryptographic libraries. Beginning in
SAS® 9.4M8 (TS1M8) on UNIX, SAS uses the operating system’s OpenSSL and
cryptographic libraries.
e SASon z/0OS uses its shipped OpenSSL in SAS 9.4M7 and earlier and IBM System
SSL beginning in SAS 9.4M8.

These changes will be discussed later in the paper.

Server Certificates, Certificate Authorities, and Trust Chains

The remote server’s certificate (known as the server certificate) contains the server’s public
key, and the corresponding private key is stored separately on the server and used to prove
ownership of the certificate during the TLS handshake. This certificate contains a Common
Name, abbreviated as CN=in logging messages, and is the fully qualified domain name or
IP address that clients use to access the server in their request.

A remote server needs to be trusted so that clients can connect safely and securely without
mistaking the server for an attacker. A certificate authority, commonly referred to as a CA,
issues server certificates and verifies the identity of the remote server. The CA digitally
signs the server’s TLS certificate and acts as a third party that vets the server’s identity. The
CA certificates can consist of a single root CA certificate or a chain of CAroot and CA
intermediate certificates. The root CA certificate is the top-level certificate issued by the
CA. ltis self-signed and acts as the ultimate trust anchor. With OpenSSL, for a self-signed
certificate to be trusted, the Basic Constraints parameter must be set to True for the CA
root certificate.

x509v3 Basic Constraints:
CA: TRUE

If an error in the SAS log states that the certificate is self-signed, that message indicates
that the above constraint is not set. Obtain the certificate again and make sure that it has
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the required constraint. You can verify whether the constraint is present by issuing an
OpenSSL command, as shown later in the paper. Windows Schannel handles being trusted
differently than OpenSSL. For more details see the Windows documentation.

Intermediate CA certificates are similar to a CA root certificate except they are not self-
signed and contain an “issuer” with a CN= value different from its CN=. The following is an

example of a certificate chain as displayed in an enhanced log produced by the %log4sas
macro:

TLS certificate verification: depth: 2, err: 0, subject:
/C=US/0O=Amazon/CN=Amazon Root CA 1,
issuer:/C=US/O=Amazon/CN=Amazon Root CA 1

TLS certificate verification: depth: 1, err: 0, subject:
/C=US/O=Amazon/CN=Amazon RSA 2048 M01l, issuer:
/C=US/O=Amazon/CN=Amazon Root CA 1

TLS certificate verification: depth: 0, err: 0, subject:

/CN=xyz.abc.gov, issuer: /C=US/O=Amazon/CN=Amazon RSA 20438
MO1

The following is an explanation of the certificate chain:
o depth=2 certificate is the root because the subject CN=is the same as the issuer
CN=.
o depth=1 certificate is the intermediate, and the issuer CN=is the same as the root
certificate.
o« depth=0 certificate is the public certificate.

To avoid a hostname mismatch, the hostname specified in the SAS code, such as the
HOST= option in FILENAME FTP or the URL= option in PROC HTTP, must match the CN=in
the public certificate or the Subject Alternative Name (SAN). SAS also supports matching
the Server Name Indicator (SNI), which is not covered in this paper.

What the Client Checks During the TLS Handshake

Now that you know what the remote server provides, the next step is to understand what
the client expects during the TLS handshake. The client needs the same CA certificate as
the remote server’s public certificate. This might be a single root CA certificate, or it might
be a chain of intermediate CA and root CA certificates.

There are two main parts to a TLS connection between the client and the remote server.



Part One: Negotiation of Ciphers

The client and remote server negotiate and agree on the TLS release and cipher to

use for the secure connection. A cipher suite is a set of algorithms that are used to secure
connections via TLS between clients and servers. The selected ciphers are based on the
release of TLS and the values for the SSLMODE, SSLCIPHERLIST, and

SSLMINPROTOCOL system options. Be sure to check the values of these options if
unexpected log results occur.

When the client and remote server agree upon a TLS version and cipher, the agreed upon
value is listed in the SSL/TLS enhanced logging with the “dumpCurrentCipherinfo”
statement.

dumpCurrentCipherInfo: current cipher is "TLSv1.2
ECDHE (255) AES (128) SHA(O)"

Another part of the first phase, seen more when using TLS 1.2, is verifying the negotiated
cipher’s key exchange and authentication algorithms valid for the certificates used in the
connection. For example, allow only ciphers using ECDSA (not RSA) and then generate your
certificates using a different crypto algorithm (thatis, RSA). This mismatch causes
problems with the connection even after the certificate chain is verified (part 1) and
successfully negotiated TLS version and ciphers (part 2).

Part Two: Certificates Are Verified
opensslVerifyCallback: TLS certificate verification: depth:
2, err: 0, subject: /C=US/O=Amazon/CN=Amazon Root CA 1,
issuer: /C=US/O=Amazon/CN=Amazon Root CA 1
opensslVerifyCallback: TLS certificate verification: OK
opensslVerifyCallback: TLS certificate verification: depth:
1, err: 0, subject: /C=US/O=Amazon/CN=Amazon RSA 2048 MO1,
issuer: /C=US/O=Amazon/CN=Amazon Root CA 1
opensslVerifyCallback: TLS certificate verification: OK
opensslVerifyCallback: TLS certificate verification: depth:
0, err: 0, subject: /CN=DOXYZ.gov, issuer:
/C=US/O=Amazon/CN=Amazon RSA
2048 MO1
opensslVerifyCallback: TLS certificate verification: OK



In the second phase, the remote server sends its public certificate and all intermediate
certificates to the client. The root certificate is not sent. Then, the client builds and
validates the chain and verifies the root certificate is located in the CA certificates file on
the client host. If the CA is not present, an error occurs, and the client must obtain that CA
and update the certificates file before attempting the connection again. There are times
when the server is misconfigured and doesn’t send the intermediate certificates to the
client, and the client can’t verify the certificate chain, which causes an error. In this
situation, the intermediate certificate(s) can be added to the client trust store, so the chain
is complete.

High-Level TLS Handshake Walkthrough

Here is a high-level overview of how TLS is involved in a client-to-server query.
“Can we speak the same TLS language?”
e Theclient sends a “hello” to the web server along with its supported TLS versions,
supported ciphers, and its host name.
e The server answers with its TLS versions, ciphers, and its public certificate.
“Do I trust who you are?”
e The server certificate that was sent is verified on the client side.
“Let’s create shared secrets.”
e The client and server exchange information and derive the same session key (but the
secret is never sent directly for security purposes).
e The handshake between the two is confirmed, and information exchanged is
encrypted so that a hacker cannot read the information.
e Then, the server processes the information and sends a response.

Certificates and System Options

SAS 9.4M3 and Later: Mozilla CA Certificate Bundle

Beginning with SAS 9.4M3, the Mozilla bundled CA certificates are shipped with SAS. This
bundle consists of 140-150 commonly used trusted root certificates, commonly known as
CA oot certificates, that verify the identity of websites and APl endpoints. These
certificates are updated with each maintenance release of SAS, such as SAS 9.4M8, SAS
9.4M9, and later releases. Never put public certificates in the CA location for your operating
system.



Windows Certificate Handling

For SAS on Windows, certificates are stored in the Windows CA Store. SAS uses the
operating system-native Microsoft Certificate Store and queries the Windows registry to
verify the chain of trust. (Note that the SSLCALISTLOC system option is not valid.)

While you can add and remove certificates by executing the Microsoft Management
Console (mmc) Windows command, it is strongly recommended to use SAS® Deployment
Manager to add and remove CA certificates. SAS Deployment Manager keeps all SAS CA
certificate locations in sync.

UNIX, Linux, and z/OS Certificate Handling Prior to SAS 9.4M8
By default, on Unix, Linux, and z/OS prior to SAS 9.4M8, SAS uses the SSLCALISTLOC SAS

option to determine the location of CA certificates. The default location is
<sasroot>/SASSecurityCertificateFramework/l.1l/cacerts/trustededc

erts.pem.

Use SAS Deployment Manager to update the trustedcerts.pem file. SAS Deployment
Manager keeps a backup directory with limitless versions. DO NOT delete files named
cacerts.pem and cacert.jks; these files are inputs to SAS Deployment Manager.

Prior to SAS 9.4M8, make sure that you apply all SAS SSL security vulnerability hot fixes.
See SAS Note 64003 and SAS statement regarding OpenSSL security advisories for
additional information.

SAS 9.4M3 through SAS® 9.4M5 (TST1M5) introduced new SAS SSL environment variables,
and some existing SAS SSL environment variables were converted to system options. See
Overview of Environment Variables for specifics.

Prior to the fix in SAS Note 66213, all CA certificates in the CA chain had to be non-expired.
After this fix, beginning in SAS 9.4M7, the connection is successful if any CA cert in the CA
chain is non-expired.

SAS 9.4M8 TLS Changes on UNIX and Linux

Starting with SAS 9.4M8, SAS uses the OpenSSL versions installed on UNIX or Linux
operating systems to provide encryption for SAS Foundation servers. Per the official
documentation, Set Variables to OpenSSL Libraries (Starting with SAS 9.4M8), you need to
set the following environment variables to point to the specific OpenSSL library files, libssl
and libcrypto, provided by the operating system:

e LD_LIBRARY_PATH


https://support.sas.com/kb/64/003.html
https://support.sas.com/en/security-bulletins/openssl-security-advisories.html#e203b6c9-e3db-4716-9da1-4970a3f9f311
https://documentation.sas.com/?cdcId=pgmsascdc&cdcVersion=9.4_3.5&docsetId=secref&docsetTarget=n0kt350o8aksrkn1wjkshlsyrpcn.htm
https://support.sas.com/kb/66/213.html
https://documentation.sas.com/?cdcId=bicdc&cdcVersion=9.4&docsetId=secref&docsetTarget=p0b8umfste7jvan184a4infhc49q.htm

e TKERSA2_OPENSSL_LIB
e TKESSL_OPENSSL_LIB
e TKECERT_CRYPTO_LIB

Be aware that setting LD_LIBRARY_PATH (depending on the value and the order) might
interfere with SAS/ACCESS® products. You might need to omit the setting of OpenSSL and
cryptographic libraries in the LD_LIBRARY_PATH variable. The path that you set for these
environment variables depends on your operating system and where your site’s OpenSSL
and cryptographic libraries are installed. (See the documentation for additional

information.)

When one or more of these variables are not set, errors similar to the following might occur
in the SAS log:

ERROR: Unable to load extension: (tkessl)

ERROR: An SSL cipher handle could not be created.

ERROR: TK extension TKEAM could not be loaded. Most likely
secure communications are not

available on this system.

ERROR: Unable to establish an SSL connection.

Submit the following code to display the values in the log and determine which variables

are not set.

Note: The %PUT statements write the values of the four environment variables to the SAS

log.

sput LD LIBRARY PATH=%bquote ($sysget (LD LIBRARY PATH)) ;
Sput
TKERSA2_OPENSSL_LIB:%bquote(%Sysget(TKERSA2_OPENSSL_LIB));
Sput
TKESSL_OPENSSL_LIB:%bquote(%Sysget(TKESSL_OPENSSL_LIB));
Fput
TKECERT_CRYPTO_LIB=%bquote(%Sysget(TKECERT_CRYPTO_LIB));

FILENAME IN PIPE "openssl version -d; 1ls -al
/usr/1lib64/libcrypto* /usr/1ib64/libssl* /1ib64/libssl*
/1lib64/libcrypto* ";

DATA NULL ;

INFILE IN;
INPUT; PUT INFILE ;

RUN;



By default, Red Hat Enterprise Linux (RHEL) 8 imposes stricter encryption standards than
RHEL7Y. See Using system-wide cryptographic policies and submit the following command
from a prompt:

$ update-crypto-policies -show

SAS 9.4M8 TLS Changes on z/OS

Beginning in SAS 9.4M8, SAS on z/0OS stopped shipping OpenSSL and cryptographic
libraries. Now, SAS uses IBM System SSL for its TLS interface. As a result, SAS no longer
uses the SAS-shipped trustedcerts.pem file.

Since SAS client sessions on z/OS prior to SAS 9.4M8 used the shipped trustedcerts.pem
file to store all used CA certificates (SSLCALISTLOC=option), you should consider setting
up a trustedcerts.kdb equivalent, as described in SAS KB0041576 for SAS client sessions.
SAS KB0041576 contains instructions about how to set up the trustedcerts.kdb file and
how to add custom certificates to trustedcerts.kdb.

SAS servers and spawners configured for TLS require a server certificate and its associated
private key, along with the trusted CA certificates needed to establish and validate the
certificate trust chain.

SAS 9.4M8 introduced a major change: these certificates now need to be togetherin a .kdb
file or a RACF SSL key ring. SAS clients using TLS on z/OS are SAS sessions that execute
code, such as PROC HTTP, FILENAME FTP, FILENAME EMAIL, and other SAS code that
initiates a TLS connection.

SAS clients using TLS on z/OS need to use a different .kdb file or RACF SSL key ring than the
SAS servers and spawners on z/OS for security reasons. Clients should not have access to
private keys.

SAS sessions on z/0OS should set the SSLKEYRINGFILE= option to point to the .kdb file or
RACF key ring where all CA certificates used for SAS client sessions are stored. This
location should be different from what SAS servers and spawners use on z/OS. The SAS
sessions might also need to specify the SSLKEYRINGSTASHFILE and SSLKEYRINGPW
system options. See SAS System Options Used for IBM z/OS System SSL Starting with SAS
9.4M8 for other system options that apply to z/OS in SAS 9.4M8.
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https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprotect.checkpoint.com%2Fv2%2Fr01%2F___https%3A%2F%2Faccess.redhat.com%2Fdocumentation%2Fen-us%2Fred_hat_enterprise_linux%2F8%2Fhtml%2Fsecurity_hardening%2Fusing-the-system-wide-cryptographic-policies_security-hardening___.YzJ1OnNhc2luc3RpdHV0ZTpjOm86NDhlMjE5ODBjYjc5NTk5NzBiOGJlMzM0MWY2NjVjMmQ6NzozNDk3OjYzY2ViNDQzN2RhZjE0M2U2MThjMmNkY2E2ZDVlMGU1ODdiNzczMDY4NTU0Y2FiODM3OTFlMzAwZDUzNjAyOTQ6aDpUOk4&data=05%7C02%7CKim.Wilson%40sas.com%7C0f5aadbe79b64efe278208dee993bdfe%7Cb1c14d5c362545b3a4309552373a0c2f%7C0%7C0%7C639205017910206003%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=S%2F0tCpXybniC2HWDsGm8A%2F9KBoHmIITf2wXs7alj2PI%3D&reserved=0
https://sas.service-now.com/csm/en/sas-9-4m8-ts1m8-under-z-os-uses-ibm-system-ssl-for-ssl-tls-encryption-and?id=kb_article_view&sysparm_article=KB0041576
https://sas.service-now.com/csm/en/sas-9-4m8-ts1m8-under-z-os-uses-ibm-system-ssl-for-ssl-tls-encryption-and?id=kb_article_view&sysparm_article=KB0041576
https://documentation.sas.com/?cdcId=pgmsascdc&cdcVersion=9.4_3.5&docsetId=secref&docsetTarget=p1d5ho3l4yfv5fn1sja818n8git3.htm
https://documentation.sas.com/?cdcId=pgmsascdc&cdcVersion=9.4_3.5&docsetId=secref&docsetTarget=p1d5ho3l4yfv5fn1sja818n8git3.htm

The following list contains some important SAS Notes and SAS KB articles:

e SAS Note 70752, “IBM System SSL KeyRings and the SAS® 9.4M8 (TS1M8)
SAS/CONNECT® Spawner environment on z/OS”

e SAS KB0044144,“Changes to the required SAS/CONNECT® Server options due to
inheriting ENCRYPTION parms/options from the SAS/CONNECT® Spawner” (see the
Hot Fix Information box)

e SAS KB0040814, “You cannot select "SSL" for the "Encryption Algorithm Name" field
in SAS® Management Console for SAS/CONNECT® server” (see the Hot Fix
Information box)

e SAS KB0046332, “SAS® 9.4 Security Updates for z/0S”

e SAS KB0041766, “TLS Server Name Indication (SNI) supportis not available in SAS®
9.4M8 (TS1M8) and SAS 9.4M9 (TST1TM9) on z/OS” (see the Hot Fix Information box)

To obtain IBM System SSL logging, set the following SAS system options:
e SSLGSKTRACE: Enables GSK tracing.
e SSLGSKTRACEFILE: Specifies the location of the GSK trace file.
e (Optional) SSLHWDETECTMESSAGE: Produces System SSL initialization messages.
e (Optional) SSLICSFERRORMESSAGE: Produces ICSF error messages.

Here is an example:

SSLGSKTRACE=0xFFFF
SSLGSKTRACEFILE=/u/sasysrl/gskssl.%.trc

Note: The SSLGSKTRACEFILE= value or path should be different for each component of
SAS that you are trying to debug at the same time.

The following KB articles document known issues:
e SAS KB0045410, “The SMTP server response is not written to the SAS log in SAS®
9.4M8 (TS1M8) and later on z/OS when you use TLS to communicate with the SMTP
server”

e SAS KB0045315, “TLS 1.3 fails on SAS 9.4M9 (TS1M9) on z/OS” (see the Hot Fix
Information box)

Error messages that begin with “GSK” come from IBM System SSL and can be found in the
IBM documentation for System SSL.
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https://support.sas.com/kb/70/752.html
https://sas.service-now.com/csm/en/changes-to-the-required-sas-connect-server-options-due-to-inheriting?id=kb_article_view&sysparm_article=KB0044144
https://sas.service-now.com/csm/en/you-cannot-select-ssl-for-the-encryption-algorithm-name-field-in-sas?id=kb_article_view&sysparm_article=KB0040814
https://sas.service-now.com/csm/en/sas-9-4-security-updates-for-z-os?id=kb_article_view&sysparm_article=KB0046332
https://sas.service-now.com/csm/en/tls-server-name-indication-sni-support-is-not-available-in-sas-9-4m8-ts1m8?id=kb_article_view&sysparm_article=KB0041766
https://sas.service-now.com/csm/en/the-smtp-server-response-is-not-written-to-the-sas-log-in-sas-9-4m8-ts1m8?id=kb_article_view&sysparm_article=KB0045410
https://sas.service-now.com/csm/en/tls-1-3-fails-on-sas-9-4m9-ts1m9-on-z-os?id=kb_article_view&sysparm_article=KB0045315

SAS 9.4M8 TLS Changes on Windows

SAS 9.4M8 on Windows did not specifically have any special changes. Microsoft
implemented support for TLS 1.3 officially starting with Windows 11 for Workstations and
Windows Server 2022. See Protocols in TLS/SSL (Schannel SSP) for additional information.
On Windows 11 21H1 and earlier or Windows Server 2022, you need to apply the hot fixes
documented in SAS KB0044180 to obtain the required files.

SAS 9.4 and SAS® Viya® 3.5 Certificate Management

For SAS 9.4 and SAS Viya 3.5, certificate management is performed with SAS Deployment
Manager. See Manage Certificates in the Trusted CA Bundle Using the SAS Deployment
Manager for details about how to add and remove certificates and for criteria used to
validate certificates.

For SAS Viya, the SSLCALISTLOC system option is valid, but several environment variables
(such as SSL_CERT_FILE) are set by default and take precedence over the option. See the
official SAS Viya documentation for additional information.

Troubleshooting TLS Problems in SAS

When troubleshooting a TLS-related problem with SAS 9, begin by listing all system options
in the Communications group and their current values:

Proc options group=communications wvalue;
Run;

In SAS Viya, these options are still valid, but SAS environment variables are set by default.
Many environment variables are set in SAS® Environment Manager, and the OPTIONS
procedure does not display environment variables.

Write the values of the following variables with $put %sysget (environment-
variable-name) ;.

e SSL_CERT_FILE: OpenSSL trust-store used during certificate validation.

e SAS_TRUSTED_CA_CERTIFICATES_PEM_FILE: A variable specific to SAS that
identifies the SAS-managed trustedcerts.pem bundle. Many SAS Viya deployments
point to the same file.

e SSL_CERT_DIR: The directory-based equivalent of SSL_CERT_FILE.
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https://learn.microsoft.com/en-us/windows/win32/secauthn/protocols-in-tls-ssl--schannel-ssp-
https://sas.service-now.com/csm/en/windows-fails-with-handshake-errors-or-error-the-function-requested-is-not?id=kb_article_view&sysparm_article=KB0044180
https://documentation.sas.com/?cdcId=pgmsascdc&cdcVersion=9.4_3.5&docsetId=secref&docsetTarget=n0n1y5gwevy312n13h5bm4yf6quy.htm%20
https://documentation.sas.com/?cdcId=pgmsascdc&cdcVersion=9.4_3.5&docsetId=secref&docsetTarget=n0n1y5gwevy312n13h5bm4yf6quy.htm%20
https://documentation.sas.com/?cdcId=sasadmincdc&cdcVersion=v_073&docsetId=calencryptmotion&docsetTarget=n1xdqv1sezyrahn17erzcunxwix9.htm

e CAS_CLIENT_SSL_CA_LIST: ASAS® Cloud Analytic Services (CAS)-specific client
trust-store that tells a CAS client where to find the trusted CA certificate bundle
used to verify the CAS server’s certificate during a TLS connection.

Generally speaking, all four of these variables would be set to the same location.

TLS Versions

TLS 1.2 became the default version beginning with SAS 9.4M5, and TLS 1.3 became
available and supported in SAS 9.4M8. If a site uses SAS® 9.4M4 (TS1M4) or earlier and
wants to use TLS 1.2, you should install an SSL security vulnerability hot fix from SAS Note
64003. In addition, you should set the SSLMINPROTOCOL system optionto TLS1.2.

Prior to SAS 9.4M5, SSLMINPROTOCOL was an environment variable,
SSL_MIN_PROTOCOL, which would be set to TLS1.2 for this same functionality. See
OpenSSL Security Advisories Security Bulletin | SAS Support for additional information.

Beginning in SAS 9.4M8, TLS 1.3 is the default SSL/TLS version. You can also use TLS 1.2 by
setting the SSLMINPROTOCOL=TLS1.2 option. In the initial shipment of SAS 9.4m8, SAS
9.4M8 documentation advised users not to set this option along with the SSLMODE option.
Since that time, changes have been implemented, and these options are available for
9.4M8 and later.

The lllustrated TLS Connection: Every Byte Explained illustrates the general steps that
occur during TLS1.2 and TLS1.3 connections if you are interested in more information.
Why Enhanced Logging Matters

Standard SAS logs often do not contain enough detail to diagnose TLS issues. Enhanced
logging enables more granular tracing of SSL handshake negotiation, certificate validation
steps, cipher and protocol selection, and HTTP request and response handling.

Enabling TLS-Specific Logging

The %logdsas macro functionality was introduced in SAS 9.4M3 and provides a way to
enable more detailed diagnostic logging when troubleshooting issues, such as PROC HTTP
errors or SSL/TLS errors.

When you begin troubleshooting, first run basic diagnostic code to capture environment
details. This code includes printing automatic macro variables and retrieving key
configuration settings. Specifically, execute the following code and include the results in
your log output:
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sput automatic ;

proc options option=(config logconfigloc sslcalistloc);
(SSLCALISTLOC not applicable for Windows 0S)

run;

If you can reproduce the issue in a Foundation SAS session (interactive, batch, or line
mode), you should enable enhanced logging directly in the session before submitting your
PROC HTTP.

Here is an example:

%logdsas () ;
5log4sas logger ('App.tk.eam.ssl', 'level=trace');
run;

<your PROC HTTP code goes here>

After you enable these logging options and run your PROC HTTP code, detailed trace
information is captured in the log.

If you are unable to reproduce the issue in a Foundation SAS session, complete the
instructions provided in SAS KB0041626 to enable enhanced logging through configuration
changes. These instructions involve creating a custom logging configuration file and
temporarily updating the SAS configuration.

To implement the enhanced logging described in SAS KB0041626, begin by downloading
the logging m3.xml file and saving it locally as a new file, such as TSlogging.trace.xml.

When saving the file, ensure that you remove the top line that contains the non-XML
comment. Once the file is prepared, update the Workspace Server’s sas9.cfg configuration
file to point the LOGCONFIGLOC= option to this new logging configuration file.

After making the configuration change, resubmit your code, including the %log4sas macro
and PROC HTTP execution. The resulting logs include significantly more detailed diagnostic
information and will typically be written to an output log file, such as out.log in the server’s
log directory. After confirming that the enhanced logging has been captured, you should
revert the LOGCONFIGLOC= setting in the configuration file back to its original value.
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When executing PROC HTTP from SAS® Enterprise Guide® or SAS® Studio, additional
consideration is required because the code runs through the Workspace Server. In this
scenario, you must enable tracing by modifying the Workspace Server configuration.

Specifically, copy the existing logconfig.trace.xmlfile to a new file, such as
logconfig.ssltrace.xml, and update the logging configuration within that file.

In the copied configuration file, duplicate the existing application logger definition and
modify it so that the logger name is set to App.tk.eam.ssl and the logging level is set to
Trace. This step ensures that SSL/TLS-specific diagnostic information is captured. After
updating the file, modify the Workspace Server’s sasv9.cfg configuration to point the -
logconfigloc option to your new logging configuration file.

Because this configuration change affects all users of the Workspace Server, it should be
enabled only temporarily. You should make the change, reproduce the PROC HTTP issue to
capture the enhanced logs, collect the relevant log files, and then immediately revert the
configuration to its original state to avoid unnecessary overhead and log volume.

If your goal is to trace only SSL/TLS-related issues, you can limit the logging scope by
enabling just the relevant logger. In this scenario, run the following code, which provides
focused SSL tracing without enabling broader logging categories.

%1logdsas () ;

$log4sas logger ('App.tk.eam.ssl', 'level=trace');
run;

If you need logging equivalent to the full logging_m3.xml configuration, you can enable
multiple loggers programmatically.

When diagnosing HTTPS or PROC HTTP failures, validate the configuration by determining
the paths for SSLCALISTLOC (Unix and z/OS only) and LOGCONFIGLOC. These paths show
where SAS looks for certificates and whether your certificates are stored in the default
location. It also shows how logging is currently directed when SAS executes against a
Workspace Server.

Note: The %LOG4SAS macro does not write to the SAS log for the SAS® Viya® platform. See
SAS KB0038941 for instructions about how to collect diagnostic information from a SAS
Viya environment.
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Common Errors and Their Meanings

Common Failure Scenarios

Typical failure scenarios include the following:
e Missing Intermediate or Root CA Certificates
ERROR: OpenSSL error 336134278 (0x14090086) occurred in
SSL connect/accept at line 5388, the error message is
"error:14090086:SSL
routines:ssl3 get server certificate:certificate verify
failed".

Enhanced logging indicates that one certificate is missing. To resolve the issue, add
the certificate to the certificate storage location.

e Expired or Self-Signed Certificates
ERROR: OpenSSL error 167772294 (0xa000086) occurred in
SSL connect/accept at line 5114, the error message is
"error:0A000086:SSL routines::certificate verify failed".
ERROR: Secure communications error status 807f££f008
description "23.204.199.178: The certificate sent from the
remote host cannot be validated by any of the public keys
in the root certificate store specified by SSLCALISTLOC or
SSLCACERTDIR."

The enhanced log contains the following information:
opensslVerifyCallback: TLS certificate verification: depth:
2, err: 19, subject: /C=US/ST=DC/0=U.S. Department of
Coffee/QU=0ffice

of the Chief Coffee Maker/CN=EIEIO Operations Root
CA/emailAddress=abcdefglhg.doc.gov, issuer:
/C=US/ST=DC/0=U.S.

Department of Coffee/OU=0ffice of the Chief Coffee
Maker/CN=EIEIO Operations Root
CA/emailAddress=abcdefglhg.doc.gov

opensslVerifyCallback: TLS certificate verification: Error,
self-signed certificate in certificate chain
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To resolve this issue, download the root certificate from the issuing website and
then verify that it has the X509v3 Basic Constraints: CA:TRUE constraint. Then, add
the root certificate back to the trustedcerts.pem file again.

verify_cb: TLS certificate verification: depth: 3, err: 10, subject:
/0=Dig Sig Trust Co./CN=DST Root CA X3, issuer: /0O=Dig

Sig Trust Co./CN=DST Root CA X3

verify_cb: TLS certificate verification: Error, certificate has expired

Resolution: If the customer is at SAS 9.4M6 or earlier, they’ll apply the hot fix in SAS
note 66213. If the customer is at SAS 9.4M7 or later, update the certificate(s).

Host Name Mismatch (CN/SAN Mismatch)
ERROR: SSL Error: Invalid subject name in partner's
certificate. Subject name must match machine name.

Enhanced logging indicates the programmer has not updated their SAS program
with the proper host name compared to the details of the certificate.

Unsupported TLS Version or Cipher

ERROR: Secure communications error status 807ff03e
description "10.73.22.1: A handshake failure has occurred.
This may be because the remote host cannot support the
cipher suites required by the SSL mode." ERROR: A handshake
failure has occurred. This may be because the remote host
cannot support the cipher suites required by the SSL mode.

The enhanced log was obtained, and it indicated that the selected cipher was for
TLS1.3. Since the user was not yet at SAS 9.4M8, TLS 1.3 was not an option. The user
was successful with cURL, so they could choose to run a cURL command to that
remote server from SAS.

These issues manifest as following:

SSL handshake failures
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e TCPreseterrors
e PROCHTTP (or other SAS code) failures

Other Commands to Assist with Certificates
cURL

Itis very common for SAS Technical Support to ask a customer to verify that their
connection to the endpoint works outside of SAS. If the endpoint does not connect outside
of SAS, you cannot expect the endpoint to connect inside of SAS.

If you have a working cURL command but do not have success with PROC HTTP, submit the
cURL command from a SAS session similar to the following:

filename test pipe 'curl -v -request http://www.google.com';
data null ;

infile test truncover;

input;

put infile ;
run;

From cURL to PROC HTTP on SAS Viya (SAS Communities) demonstrates how to convert a
cURL command to PROC HTTP on SAS Viya.

OpenSSL
If you want to see details about the connection from your machine to the endpoint, issue a
basic OpenSSL command similar to the following:

openssl s client -connect your URL here:443

If errors occur in the log related to certificates, you might want to write the certificate chain
to afile for closer inspection. The file named ms.pem contains the certificate chain.

openssl s client -showcerts -connect httpbin.org:443
</dev/null 2>/dev/null | sed -n '/-————- BEGIN CERTIFICATE---
-/, /=== END CERTIFICATE----- /p' > ms.pem

You can also submit the following command to view text details about the certificate file to

verify whether it is valid:

openssl x509 -in /path/name of cert file.pem -text
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If you want to verify if a certificate has the Basic Constraints extension with CA:TRUE,
execute a command similar to the following:

openssl x509 -in cert.pem -text -noout | grep -A1 "Basic Constraints"

Shorter TLS Certificate Lifespans
You might want to discuss with your site administrators that, over the next three years, TLS
certificates will gradually have shorter lifespans.

e Asof March 15, 2026, the maximum lifetime for a TLS certificate will be 200 days.

e AsofMarch 15, 2027, the maximum lifetime for a TLS certificate will be 100 days.

e Asof March 15, 2029, the maximum lifetime for a TLS certificate will be 47 days.

SAS is aware of this change and is making support decisions around it.

Analogy: Certificate Trust as Package Delivery

This paper shares many technical details about TLS. Hopefully, these familiar examples
help with tying the details together.

Example of a Package Delivery Steps inthe TLS Process

An unexpected package arrives for you The server presents its identity.
from an unfamiliar company,

APIL.XYZ.COM.

You do not trust the label, so you ask who You want to check the delivery chain.
delivered the package.

You look at the package history: This is like the server public certificate »
API.XYZ.COM sent the package to a intermediate » root, which forms a
regional courier, and then it went to a major | traceable chain of trust.

carrier (such as FedEx).

You ask the following questions about the

package: 1. host name match
1. Is this addressed to me? 2. certificate expiration
2. Is the label still valid? 3. signature check

3. Has the label been altered?
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Everything checks out, so you acceptthe The TLS connection proceeds because a
package delivery. handshake between the client and server
occurred.

The package was not trusted simply because it was a box with a label addressed to you. It
was trusted because the delivery path was verified. When you open the box to receive the
contents, that is like the server sending you the information that you requested through the
APl with PROC HTTP and a GET method.

Conclusion

TLS and certificate issues can make SAS connection failures seem mysterious, but most
problems become easier to diagnose when you understand the basic trust model. SAS acts
as the client, the remote server presents its certificate, and the client must be able to verify
the certificate chain, host name, TLS version, and cipher compatibility. Because certificate
handling differs across Windows, UNIX/Linux, z/OS, SAS 9.4 maintenance releases, and
SAS Viya, effective troubleshooting starts with knowing where SAS looks for trusted
certificates and which TLS libraries or system services are being used. By combining SAS
system option checks, enhanced logging, and external tools such as cURL and OpenSSL,
technical SAS users can move from a vague “SSL error” to a specific, actionable root
cause.

Resources
SAS Institute Inc., Encryption in SAS 9.4, Sixth Edition

SAS Institute Inc., Set Variables to OpenSSL Libraries (Starting with SAS 9.4M8)

SAS Institute Inc., SAS System Options Used for IBM z/OS System SSL Starting with SAS
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SAS Institute Inc., SAS Configuration Guide for SAS 9.4 Foundation for z/OS, Chapter 7
page 97, forimplementing TLS for a SAS metadata deployment.
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